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North Carolina State Crime Laboratory 

Proper Mobile Device (All Cellphones) Handling 
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For a powered on and/or powered on and  
unlocked cellphones, no appointment is  
necessary,  call 984-204-2547 for the Digital  
Evidence Section. 
 
A search warrant, consent, or a letter stating  
the owner is deceased and does not have the  
expectation of privacy will be required. 
 
Note:  The difference between accessing a  
powered on cellphone and a powered off  
cellphone can be between 6 hours to 27 years. 

Is the 

cellphone 

powered on? 

Leave Powered OFF – DO NOT 

Turn On 

If Possible: Turn On Airplane Mode 

If Possible: Disable WiFi 

If Possible: Bluetooth Off 

If Possible: Disable Lock 

Connect Charger – Keep Charged 

Place in Faraday Bag, Metal Paint 

Can, or Wrap in Aluminum Foil 

Is the cellphone 

Unlocked? 

DO NOT Turn Off 

Submit to the laboratory as soon 

as possible!! 

If Locked Start 

HERE 

DO NOT Turn Off 

DO NOT Lock or Allow to Auto-lock 


