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Tested Theory or Tool

Cellebrite’s tools are commercial, meaning that
their underlying code is proprietary. In the
interests of competitive advantage, its code is
not open for review. However, Cellebrite makes
available an overview of how its processes
work, and how they support forensically sound
extractions, decoding and analysis, in its white
paper “What Happens When You Press that
Button? Explaining Cellebrite UFED Data
Extraction Processes.”

Generally it is extremely difficult to falsify UFED
results because the extractions are read only.
Furthermore, physical extractions are subjected
to hash calculation at the time of extraction.
Multiple methods exist to validate UFED
findings.

Examiner’s personal tool
validation

Cellebrite supports the regular practice of tool
validation. Our customers may validate their
results in one of several different ways:

1. Manually view results—for instance, the
contents of a text message, or an email’s
date/time stamp—compared to the UFED’s
report. (This will not be possible with
deleted data.)

2. Test the tool on two different devices of the
same make and model*. However, because
this risks replicating errors, it is wise for
examiners to create content on a test
device(s) with which to compare evidence
extractions—and to use additional
validation methods.

3. Compare the UFED’s results from the
evidence device with the results of one or
more additional mobile forensic tools.

4. Compare call and text messaging logs with
carrier call detail records.

5. For file system and physical extractions, go
into the hexadecimal code and use manual
decoding methods to verify results.

In addition to validating that their tools work
properly, examiners should authenticate their
evidence, either independently or in
collaboration with case investigators, referring
to relevant rules of evidence. Hash values,
witness statements, and process are explored
in great detail in Guidance Software’s 2011
EnCase Legal Journal*.

3 Examiners should not use their own personal devices. This risks being asked to introduce personal data at trial.

*EnCase Legal Journal. Guidance Software. March 29,2011. http://www.guidancesoftware.com/resources/Pages/doclib/Docu-

ment-Library/EnCase-Legal-Journal.aspx, accessed April 11, 2014
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Peer Review

Cellebrite UFED hardware and software has
been independently tested three times by the
National Institute of Standards and Technology
(NIST) and once by the National Institute of
Justice (NIJ) Electronic Crime Technology
Center of Excellence (ECTCoE). All four reports
are in the public domain and available for
download online.

NIST evaluated Cellebrite UFED hardware and
software in 2009, 2010 and 2012 as part of its
Computer Forensic Tool Testing (CFTT) Project.
In all three years, the UFED completely and
accurately acquired all supported objects, with
few anomalies:

m In 2009, the tested UFED 1.1.0.5 version
acquired all supported data objects from an
LG VX5400, LG VX6100, Motorola V710,
Samsung SCH-u410, Samsung SCH-u740,
and Samsung SPH-a660.

m In 2010, the tested UFED 1.1.3.3 version
acquired all supported data objects from an
iPhone 3Gs, Blackberry Bold 9700, HTC Tilt
2, Nokia E71x, HTC Touch Pro 2, Blackberry
Tour 9630, Samsung Moment, and Palm
pixie.
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® In 2012, the tested UFED 1.1.8.6” acquired
all supported data objects from an Apple
iPhone 4 running i0S 4.3.3 and 4.2.10,
BlackBerry ~ Torch 9800,  Samsung
SGH-i917, Nokia 6350, Motorola Tundra,
HTC Thunderbolt, Palm Pre2, and Samsung
Haven. UFED Physical Analyzer 2.3.0.1,
and UFED Report Manager 1.8.3.171110
were also assessed in this tests.

The ECTCoE study, completed in July 2012,
tested seven devices—an LG VX-9900, a
Motorola V3M, a Nokia 2610, a Motorola V3xx,
an LG C729 Double Play, an Apple iPhone 4S,
and an Apple iPhone 3GS—against UFED
1.1.7.6, UFED Physical Analyzer 2.2.0.8966,
and (now discontinued) UFED Report Manager
1.8.3.171110 as part of the NIJ Research, Devel-
opment, Testing and Evaluation (RDT&E)
process?.

It concluded: “Cellebrite’s UFED performed
consistently well during the testing.
Connectivity issues between the UFED and
phones tested were rare. In these tests, the
UFED only had difficulty connecting to certain
GSM phones that did not contain a SIM card,
and these issues most likely could be remedied
by creating a cloned SIM card.”

* Test Results for Mobile Device Acquisition Tool: Cellebrite UFED 1.1.05,

https://cyberfetch.org/sites/default/files/Mobile_Cellebrite_UFED_1_1_05_2009.pdf, September 2009, accessed March 11, 2014

¢ Test Results for Mobile Device Acquisition Tool: CelleBrite UFED 1.1.3.3 - Report Manager 1.6.5,

7In 2012 NIST misidentified UFED 1.1.8.6 as UFED software application “UFED Logical Analyzer 1.1.8.6” rather than the version of UFED firmware used to extract the

device.

¢ Test Results for Mobile Device Acquisition Tool: CelleBrite UFED 1.1.8.6 -- Report Manager 1.8.3/UFED Physical Analyzer 2.3.0,
https://cyberfetch.org/sites/default/files/Mobile_CelleBrite_UFED_1_1_8_6_Report_Manager_1_8_3_UFED_Physical_Analyzer_2_3_0_2012.pdf,

October 2012, accessed March 11, 2014

° Cellebrite UFED Version 1.1.7.6 Evaluation Report, https://www.justnet.org/pdf/7-6-12-Final-Cellebrite.pdf, July 2012, accessed March 11, 2014
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Test methodology

NIST’s CFTT is ongoing research that evaluates
a broad spectrum of digital forensic software
and hardware. The CFTT follows a set of
standards which NIST itself developed.
According to its 2010 and 2012 reports, NIST
states:

“Test cases used to test mobile device
acquisition tools are defined in Smart
Phone Tool Test Assertions and Test Plan
Version 1.0. To test a tool, test cases are
selected from the Test Plan document
based on the features offered by the tool.
Not all test cases or test assertions are
appropriate for all tools. There is a core set
of base cases that are executed for every
tool tested. Tool features guide the

selection of additional test cases. If a
given tool implements a given feature then
the test cases linked to that feature are

i

run.

The ECTCoE disclosed its test methodology
based on its test bed and installation
procedures, but did not reflect how it came to
select test cases.

Known or potential error rates

Unlike the ECTCoE study, NIST’s research did
not break out results by logical, file system, or
physical extraction (although its 2012 report
appears to indicate reliance on UFED Logical).
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In all four tests, the vast majority of anomalies
had to do with reporting known data (see
Appendix for details). With the exception of
some NIST results in 2010, no acquisition errors
occurred across hundreds of tested devices,
and reporting/interpretation anomalies were
rare:

m In 2009, out of 79 NIST test cases among
six devices, eight anomalies were reported
for a 10 percent error rate. Three of those
anomalies were very minor misidentification
of MIN/MSISDN; one was related to
connectivity. All were related to reporting
rather than acquisition.

m In 2010, out of 188 NIST test cases among
eight devices, 11 anomalies were reported
for a 6 percent error rate. Both acquisition
and reporting errors occurred. Certain file
types were not acquired in four test cases;
the rest of the errors had to do with
reporting.

m In 2012, out of 227 NIST test cases among
nine devices, 17 anomalies were reported
for a 7.5 percent error rate. These
anomalies were either a failure to report, or
misreporting, of data including address
book, MMS text, memo entries, and call log
data.

m In all but one case in the ECTCoE study,
logical extractions were verified upon
manual examination. (The exception was a
device that did not contain a SIM card.)
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File system extractions were successful in
all seven cases, although in one case could
not be decoded for examination within
UFED Physical Analyzer. In the three cases
where physical extraction was attempted,
only one could not be performed, likely
because of a lack of SIM card.

Putting CFTT findings in
context

It is important to understand the nature of these
anomalies and the context of NIST's CFTT
reports. First, Cellebrite’s tools—both extraction
and analysis software—are updated every four
to six weeks. As any software updates do, these
improve performance and fix bugs in addition to
introducing new features and/or device
support.

Second, the CFTT project cannot account for
every device make, model, operating system or
network protocol that exists; instead, the
independent protocol that NIST developed
exists to evaluate overall tool performance.
Thus, use of the NIST reports should not focus
so much on whether the device(s) you are
introducing into evidence at trial was also
tested by NIST.

Instead, focus on the reports’ broader meaning.
Digital forensics tools should not be found to
report content that exists someplace it does not
(whether as part of the file system structure or in
unallocated space).
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Digital forensics tools should also not misreport
one type of data as another, for example, a text
message as an email.

By contrast, misattribution—reporting a text
message as sent when it was actually received,
or not reporting part of a message’s or image’s
metadata, even when the content and its
location are correct—may have more to do with
the device than the forensic tool.

A logical extraction, for instance, relies on the
device manufacturer’s API to request data from
the device. If the API doesn’t support the
transfer of that particular piece of data, the
UFED cannot report it. In addition,
smartphones’ operating systems may make
attributions or interpretations (for instance, a
cellular tower’s location) which the UFED, rather
than interpreting, simply reports.

In these cases, focus should be on the fact that
the content was found to be on the device and
that during a forensically sound extraction,
could not have been placed there during a
previous extraction or other manipulation.
Expert withesses should be able to help explain
how mobile devices store data, how their
forensic tools extract and report it, what may
result in errors in that process, and again, how
they validated their process.

In addition, it should be possible to show that
even when a logical extraction misreports data,
a physical extraction (when possible for that
model) identifies the data’s location within the
device’s memory.
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At that point, the examiner must use his/her
personal expertise to identify all the data,
metadata, and attributes.
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Expert qualifications and stature

As with any digital forensic tool or technique, it
is not recommended that a mobile device
examiner rely on a single UFED tool to interpret
the data. Examiners should be trained and
qualified to validate what is on the device and
where it is located, especially after performing a
physical extraction™.

This includes:

m Current certification for the type of
examination performed. Prior to late 2013,
examiners could expect to earn UFED
Logical certifications (typically granted after
a 2-day course) or UFED Ultimate
certifications (granted after a 3-day course).
Following Q4 2013, Cellebrite has
standardized its training curriculum and is
delivering Cellebrite Certified Logical
Operator (CCLO) and Cellebrite Certified
Physical Analyst (CCPA) certifications, while
honoring previous certifications for two
years from the date of issue. Cellebrite
recommends that training in the rapidly
evolving field of mobile forensics should be

refreshed every two years to stay current
with the evolution of Cellebrite tools and
methodology, as well as the evolution of
mobile device technology.

Whether the examiner regularly updates his
or her tools, and whether the most current
versions of UFED software were available
and used at the time each extraction and
analysis were performed. For validation
purposes, it is useful for an examiner to
create and maintain a known mobile data
set, so as to parse that data on each
subsequent release of analytical tools like
UFED Physical Analyzer. It can be likewise
beneficial for the examiner to keep a known
mobile device with certain known artifacts
on hand, and use this non-evidentiary test
device for extraction each time there is a
subsequent release of UFED firmware. (As
technology develops, new artifacts may be
revealed, but the loss of artifacts may
indicate issues with the validity of the new
software release, indicating a “rollback” is in
order.)

° More details about the UFED extraction solution can be found in the white paper, "What Happens When You Press that Button? Explaining

Cellebrite UFED Data Extraction Processes."
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m Whether it was possible for the examiner to
validate the tool using a test version of
device(s) relevant to their case—both make
and model—as well as the same operating
system version, and any pertinent apps
installed on the device. The examiner
should also understand and be prepared to
explain the differences between device
models, operating system versions, and
app versions, as well as accounting for any
potential variances between results from
test and evidence devices.
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= Whether the examiner and/or lead
investigator validated and authenticated his
or her results with other tools and resources,
including other mobile forensics tools,
carrier call detail records, witness
interviews, known case details, manual
decoding of the hex code, etc.

u Whether the examiner maintained logging
and reporting per their organization’s
standard operating procedure and digital
forensics best practices, thus resulting in a
repeatable and reproducible process.

General Acceptance

Cellebrite UFED hardware and software is used
by investigators in both the public and private
sectors worldwide. More than 90,000 hardware
units have been sold to law enforcement at
local, county, state or provincial, and federal
levels; corporate legal and security teams;
private investigators and consultants; and
military field personnel in more than 100
countries. Securities, customs and border
protection, immigration, and various task forces
all use the UFED to investigate narcotics,
human trafficking, fraud, homicide, sexual
assault, and numerous other types of cases.

No independent national or international
standard exists for the development of mobile
forensics extraction and analysis tools.

However, Cellebrite UFED extraction processes
are generally accepted as a valid scientific
process. This is because of the UFED’s
read-only transfer of data from source device to
target drive, and its physical analysis software’s
‘hex view.” Hex view enables examiners to
check the device’'s underlying data to verify
parsed information from a raw “dump” or
extraction.

Part of Cellebrite’s broad appeal is its
relationships with more than 150 wireless
carriers and original equipment manufacturers,
owing to its retail business unit. In order to
facilitate the transfer of data from mobile
consumers’ old phones to new phones,
Cellebrite receives more than 100 new
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handsets per month from its global partners.
Each device is tagged, tested and, once
certified, added to the list of mobile phones
supported by the UFED system. Ongoing
quality assurance helps to reinforce consistent
support across makes, models and operating
systems.

Cellebrite is not aware of any challenges to
admissibility based on UFED tools passing
Daubert tests, Cellebrite UFED tools have been
referenced in several cases at the appellate
level, and a 2008 customer testimonial
references successful expert witness testimony.
In this case, State of Texas v. Deaver, defense
mounted its appeal based on consent rather
than forensic process.
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Appendix

Foundational questions™

® What is the Cellebrite UFED?

Is this tool commonly used by law
enforcement to extract data from cell
phones?

Are you trained and experienced in using
the device?

Are you certified to use this device at the
level of extraction you used it for? When did
you obtain your certification?

Are there articles, white papers, or
publications about the Cellebrite UFED?

Has the device been accepted as a forensic
tool in other courts across the country?

Is there any one tool that can extract all data
from a phone?

Is it common for forensic examiners to use
multiple tools depending on the phone
make/model in question?

Did you use the Cellebrite UFED device to
extract data in this case?

Have you validated that the Cellebrite is
unable to write data to an evidence device?
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What type of phone did you examine in this
case?

What type of information did the UFED
indicate it was capable of extracting from
the defendant’s phone?

Were you able to extract that information
using the UFED?

Have you validated that the Cellebrite
extracts the data it says it will extract from
this device?

Did you also verify that the UFED parsed the
information correctly? (same number of text
messages, contact info, call history)

During this validation, had the UFED
changed or deleted any of the data from the
cell phone?

If the phone is a GSM phone, did you
examine the SIM card and the hand set
separately?

If the UFED did not extract all the data you
extracted from the phone or SIM, what other
method did you use to extract that
information?

If you reexamined this device today, would
you get the same information?

" This list is a sampling and is not meant to be exhaustive. Attorneys may come up with their own foundational questions.
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2009 NIST CFTT

Except for the following test cases, the tested
tool (UFED 1.1.05) acquired all supported data
objects completely and accurately from the
selected test mobile devices. The exceptions
are the following:

m Connectivity disruptions between the
mobile device (i.e., LG VX6100) and
interface were not adequately presented to
the examiner. Test Case: CFT-IM-03 (LG
VX6100)

= The MIN was extracted instead of the
MSISDN for the following Samsung devices:
SCH-u410, SCH-u740, SPH-a660. Test
Case: CFT-IM-05 (SCH-u410,
SCH-u740,SPH-a660)

= Missed calls are reported as both Incoming
and Missed, representing two calls rather
than one. Test Case: CFT-IM-07 (MOTO
V710)

m Text messages with a status of UNREAD
were altered to READ. Test Case:
CFT-IM-08 (MOTO V710)

® Qutgoing text messages did not contain the
outgoing date/time stamp. Test Case:
CFT-IM-08 (MOTO V710)

= All outgoing text messages present in
internal memory were not reported. Test
Case: CFT-IM-08 (MOTO V710)
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2010 NIST CFTT

Except for the following test cases, the tested
tools (UFED 1.1.3.3; UFED Report Manager®
1.6.5) acquired all supported data objects
completely and accurately from the selected
test mobile devices. The exceptions were the
following:

B Maximum length address book entries
reported were truncated. Test Case:
SPT- 06 (iPhone 3Gs, HTC Tilt2, Palm pixi)

m Graphics files associated with address
book entries were not reported. Test Case:
SPT-06 (iPhone 3Gs, Palm pixi)

m Email addresses associated with address
book entries were not reported. Test Case:
SPT-06 (Palm pixi)

m Graphics files of type .gif and .bmp were not
acquired. Test Case: SPT-10 (iPhone 3Gs)

m Videos of type .flv were not acquired. Test
Case: SPT-10 (HTC Tilt2, Nokia E71x)

m Connectivity was not established using the
supported interface. Test Case: SPT- 01
(Samsung Moment)

® Subscriber and equipment related informa-
tion was not acquired. Test Case: SPT- 05
(Palm pixi)

2 UFED Report Manager is no longer being distributed. It was discontinued in 2012 and replaced by reporting within UFED Logical Analyzer and UFED Physical Analyzer;

however, it may still be in use, and/or may have been used to create reports for cases only now entering trial or appeals.
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2012 NIST CFTT

The tools (UFED 1.1.8.6, UFED Report Manager
1.8.3 and UFED Physical Analyzer 2.3.0) were
tested for the ability to acquire active and delet-
ed data from the internal memory of mobile
devices and SIMs. Except for the following
anomalies, the tool acquired all supported data
objects completely and accurately for all nine
mobile devices tested.

m Graphics files associated with address
book entries were not reported. (iPhone4
GSM, iPhone4 CDMA, HTC Thunderbolt,
Palm Pre2)

= Address book entries with fields for a first,
middle and last name were reported
incorrectly. The first name field was
appended with a semicolon. (Samsung
Focus)

m Regular-length address book entries with a
value in only the first-name field were report-
ed incorrectly. The first-name field was dupli-
cated. (Motorola Tundra)

m Memo entries were not acquired. (Motorola
Tundra)

m Address book entries with fields for a first,
middle and last name were reported
incorrectly. The middle-name field was not
reported. (Palm Pre2)

m Maximum-length address book entries were
truncated — 54 out of 126 characters were
reported. (Palm Pre2)
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Email addresses associated with address
book entries were not reported. (Palm Pre2)

The textual portion of MMS messages was
not reported. (BlackBerry Torch, Nokia
6350, HTC Thunderbolt)

Acquisition of call log data ended in errors.
(Motorola Tundra)

Equipment-related information was not
reported. (Palm Pre2)

Acquisition of address book entries
containing non-ASCIlI  characters were
reported incorrectly. (BlackBerry Torch)

When connectivity was interrupted, the tool

failed to notify the user that the acquisition
had been disrupted. (Palm Pre2)
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