Russell W. Gilmore, CISSP, CISM, EnCE

Consultant, Network Administrator

Education:

Experience:

Associate of Science, Criminal Justice,
Wake Technical Community College

Bachelor of Science, Information Technology &
Security, Campbell University

Novell Certified System Administrator

Training:

e EnCase Intermediate Analysis and Reporting

e Reviewing Email Artifacts with EnCase
Software

e Cell Phone Forensics

e How to use Linux and Linen for Acquisition
of Workstations and RAID Servers

e How to Create and Perform Effective
Keyword Searches

o Detecting Advanced Malware such as
Rootkits and Diskless Compromises

¢ Forensics, what the case law says

e Examining the Windows Registry

¢ Criminal and Civil Investigations

Professional Affiliations:

o Certified Information Systems Security
Professional (CISSP)

o Certified Information Security Manager
(CISM)

e Encase Certified Examiner (EnCE)

¢ Licensed Counterintelligence Service Trainee,
North Carolina Private Protective Services

o Licensed Private Investigator, North Carolina
Private Protective Services

e Member, InfraGard Eastern Carolina Chapter

e Member, Information Systems Audit and
Control Association

e Member, International Information Systems
Security Certification Consortium

At Risk Management Associates since 2004.
Conducts all system related activity for the Risk
Management Associates computer network.
Manages all systems, networks, and servers at
RMA. Assists with all investigations involving
computer related issues. Assists with all physical
security projects involving computer and/or IT
related issues. Conducts all computer forensics in
cases where it is required. Instructor or guest
lecturer in computer forensics for Caldwell
County Sheriff’s Department, North Carolina
Retail Merchants Association, ASIS Chapter 119,
North Carolina InfraGard Security Conference,
and others.

Network Security Analyst, Northrop Grumman.
Member of the USPS Field Security support staff.
Assisted in the design and implementation of a
team of network security personnel with the
primary goal of assisting all USPS IT managers
with security in each of the 85 districts.
Conducted wireless network vulnerability testing.
Network Security Analyst, Lockheed Martin
(EPA Contract). Member of security team
responsible for investigation and resolution of
security incidents related to the EPA Enterprise
Network. Supported installation, testing, and
troubleshooting of security software tools.
Assisted all regions of the EOA Enterprise
Network with security issues relating to
workstations, servers, and the Internet. Worked
with system administrators to verify that
networked systems were in compliance with
current security policy.

Drugs and Vice Detective, Federal Drug Task
Force Member, Law Enforcement Officer,
Raleigh Police Department.



